3M Security Systems

The Status on elD Documents (1)

More than 60 Countries (2009) have launched
electronic Passports so far

26 EU Member States
50-60 Million ePassports in 2008 (estimation ICAO)
Standardisation:

Passport Documents are according to ICAO 9303 q;, f‘
Chips are according to ISO 14443 -

Interoperability proven
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Concepts on Future Infrastructures for

Verification of e-ID Documents
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The Status on elD Documents (1)
[

Chips in epassports include:
Primary Biometric: Face
High Quality for Face Rec.
Machine Readable Zone Data
Security Checks on Chips
Basic Access Control (BAC)
Passive Authentication (PA)
Active Authentication (AA)
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3M Security Systems

New Generation of elD Documents

Open Borders (Schengen Enlargement)

Increase of International Travellers

Challenges / Opportunities for Document
Verification
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Concepts
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Aty ystars ‘The Status on elD Documents (Il)

Second Generation ePassports:

The fingerprints of left and right Index Fingers will be added to
Access to Fingerprints protected by Extended Access Control

Schengen Member States had to implement fingerprints in
ePassports by July 28th 2009

goe&many is issuing epassports with Fingerprints since November 1st

Interoperability Tests by Brussels Interoperability Group (BIG) 5z
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sy Systoms Concepts for Document Verification

Face to Face Verification of eID Documents
Desktop Solution (Border Control Booth)

Portable Solution (Suitcase)

Mobile Solution (Handheld)

Self-Service for Verification of eID Documents

Autogates
Kiosks
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‘Schengen Area

Schengen Areg;

25 Countries of European Union
plus Norway, Iceland, Switzerland
Population: approx. 450MM

No Border Control between Schengen Countries (exception '
Bulgaria, Cyprus, Romania)

Right of Union Citizens to move freely within the Member States
Strengthen Borders between Schengen and Non Schengen
Countries

Offer the highest Level of Security for the Schengen Countries
Make Travel as convenient as possible
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Trend on Mobile Solutions

3M Security Systems Desktop Solution for Document Verification

Full Page Document Scanning

Parallel Chip Reading

Information Capturing
Data Storage

Data Management / Analysis
Database Checks

Document Authentication

Authentication Check of Datapage
Authentication Check of Chip
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s Scuty Syt Why Mobile Verification Solutions?

3M Seouriy Systems Desktop Solution for Document Verification

Best Data available at any point )
Maximum Number of Informati 7 e
aximum Number of Information f @ﬂi“ s&

Fast Processing
Easy to use format
Accurate / Reliable

Flexible
- Document Verification becomes an easy Process
- Checks are performed more regular
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machine.
Upload passenger details ta
back-end database via wired
or wireless network for
storage or watch list checking.

bl

In this diagram steps 1, 2 and 3 are performed
separately for a batch of passenger records.

3M Securty Systems ument data capture - store and forward

Docking Station

Remote Database
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Portable Solution for Document Verification

Hardware Components:
Document Reader

- E-passport Reader (with Smart Card
Option)
Laptop
Battery
Suitcase
Peripheral Equipment
Printer
Fingerprint Devices
Camera
Communication
Bluetooth
WLAN
GPRS
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Document data capture - real time transmission

network link
(3. Receive response from back-end
database)

In this diagram steps 1, 2 and
3 comprise a single passenger
transaction
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Mobile Solution for Document Verification

Rugged Hand Held PC including

Travel Document Reader
OCR Reader

— Contactless RF Reader (for epassports and elD)

— Smart Card Reader
Additional Features
Fingerprint Sensor
- Barcode Reader
- Imaging Device
- Manual Data Entry (Typing)
Wireless Data Communication

Multiple wireless protocols
Wifi 802.1 blg
GSM/GPRS EDGE
Bluetooth
- Required Software Applications
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3M Security System.s Autog ates
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Py Systers Fingerprint Verification

1:1 Fingerprint Validation

Fingerprint
on the Chip
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Change in ID Document Control Environment:

Rapid Change of ID Documents towards elD Documents

Less physical Borders
Verification of People independent from its Location

Increase of International Travellers

Solutions on market for stationary, mobile and self
service Document Verification
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3M Security System.s Autogates

Automatic Border Control Process at
High Traffic Airports

Identity confirmation via Biometrics

Link to local / central system for
identification and external verification
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STRENGTH I NUMBERS
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